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UNIVERSITY OF ILLINOIS AT CHICAGO  

College of Business Administration  

Syllabus for IDS 403 (Information Security) - Spring 2017  

Call#: 38064 and 38065 

  

Instructor: Yann Chang, Ph.D.  

Office / phone / e-mail: Room 2126 UH / 312 355-1245 / jsun@uic.edu  

Office Hours: Tuesday and Thursday 10:30AM – 12:00PM or by appointment  

Times and Classroom: 3:20pm – 5:55pm on Tuesday in BSB room 389 

  

Required Textbook: Mark Ciampa, Security+ Guide to Network Security Fundamentals, Fourth 

Edition. Course Technology, Cengage Learning, 2012, ISBN 13: 978-1-1116-4012-5  

 

Recommended Textbook: Georgia Weidman, Penetration Testing: A Hands-On Introduction to 

Hacking. No Starch press, 2014, ISBN 13: 978-1-59327-564-8 
 

Course Objectives  

This course offers a comprehensive guide for anyone wishing to take the CompTIA Security+ 

SY0-301 Certification Exam. This course provides an introduction to the fundamentals of 

information security, including network security, compliance and operational security; threats 

and vulnerabilities; application, data, and host security; access control and identity management; 

and cryptography. The course covers topics in network security, including psychological 

approaches to social engineering attacks, Web application attacks, penetration testing, data loss 

prevention, cloud computing security, and application programming development security.   
  

Specific topic coverage includes:    

• Introduction to Security  

• Malware and Social Engineering Attacks  
Application and Network Attacks  

• Vulnerability Assessment and Mitigating 

Attacks  

• Host, Application, and Data Security  

• Network Security  

• Administering a Secure Network  

• Wireless Network Security  

• Access Control Fundamentals  

• Authentication and Account 

Management  

• Basic Cryptography   

• Advanced Cryptography  

• Business Continuity  

• Risk Mitigation  
  

Course’s Blackboard Site  

Supplementary information for the course is available on the course’s Blackboard site, which 

contains class notes, PowerPoint slides, class announcements, the course syllabus, test dates, and 

other information for the course.   
  

Grading and Evaluation Criteria  

40% of the grade is based on a midterm and a final examination. Both examinations are given in 

a varied format. An in-class review will be held prior to each examination.  
  

20% of the grade is based on online quizzes. There will be four or five online quizzes. Quizzes 

may vary from 10 to 20 multiple choice questions. 

 

40% of the grade is based on assignments. There would be four or five assignments.  
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Tentative Course Outline  
  

Week  Topics  
Chapter 

Readings  
Exams  

1  Introduction to Security  Chapter 1    

2  Malware and Social Engineering Attacks  Chapter 2    

3  Application and Network Attacks  Chapter 3    

4  
Vulnerability Assessment and Mitigating 

Attacks  

Chapter 4    

5  Host, Application, and Data Security  Chapter 5    

6  Network Security  Chapter 6    

7  
Administering a Secure Network Review 

for Midterm exam  

Chapter 7    

8  Midterm exam coverage: chapters 1-7    Midterm Exam  

9  Wireless Network Security  Chapter 8    

10  Access Control Fundamentals  Chapter 9    

11  Authentication and Account Management  Chapter 10    

12  Basic Cryptography   Chapter 11    

13  Advanced Cryptography  Chapter 12    

14  Business Continuity  Chapter 13    

15  Risk Mitigation  Chapter 14    

16  Final exam coverage: chapters 8-14    Final Exam  
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College of Business Administration University 

of Illinois at Chicago  

                      January 2003  

  

Honor Code for the College of Business Administration  

  

As an academic community the College of Business Administration at the University of Illinois at Chicago is committed to 

providing an environment in which teaching, learning, research, and scholarship can flourish and in which all endeavors are 

guided by academic and professional integrity.  All members of the college community – students, faculty, staff, and 

administrators – share the responsibility of insuring that high standards of integrity are upheld so that such an environment exists.  

  

In pursuit of these high ideas and standards of academic life, as a student I hereby commit myself to respect and uphold the 

University of Illinois at Chicago (UIC) College of Business Administration Honor Code during my entire matriculation at UIC.  I 

agree to maintain the highest moral and ethical standards in all academic and business endeavors and to conduct myself 

honorably as a responsible member of the college academic community.  This includes the following:  

  

• Not to seek unfair advantage over other students, including, but not limited to giving or receiving unauthorized aid 

during completion of academic requirements;  

• To represent fact and self truthfully at all times;  

• To respect the property and personal rights of all members of the academic community.  

  

An abbreviated version of the Honor Code pledge may be printed on course syllabi, exam booklets, and other uses as deemed 

appropriate.  The abbreviated version is as follows:  

  

This course and its associated coursework are being administered under the policies of the University of Illinois at 

Chicago (UIC) College of Business Administration Honor Code.  All students are expected to respect and uphold this 

code.  

  

Honor Code Violations and Enforcement  

  

Violations of the Honor Code are just causes for discipline under the University of Illinois at Chicago Student Disciplinary 

Procedure, and all allegations of Honor Code violations shall be handled pursuant to that Procedure.    

  

(For a complete description of just causes for discipline, disciplinary procedures, and sanctions, see the pamphlet “Student  

Disciplinary Procedure of the Senate Committee on Student Discipline,” available from the Office of the Dean of Students, SSB, 

Suite 3030, 1200 W. Harrison St., M/C 318.)  

  

Honor Code Council  

  

The Honor Code Council shall be formed consisting of two faculty members elected by faculty vote and six student members 

(two graduate students and four undergraduate students) appointed by the Assistant Dean for Student Services through 

recommendation of the Dean’s Advisory Council (DAC).  Each member will serve a term of one academic year, beginning in 

August.  The Council shall elect a chairperson and a secretary.  

  

The duties of the Honor Code Council shall include:  

• Recommend changes in the Honor Code.  

• Inform all students, staff, and faculty of the Honor Code and the procedures to be followed for pursuing alleged 

Honor Code violations.  

• Ensure that the Honor Code is prominently displayed within the College of Business Administration and on course 

syllabi and exam booklets.  

• Ensure that the Honor Code and related information are accurately described in the Graduate and Undergraduate 

catalogs.  

• Work with the Office of Student Services to include the Honor Code in its promotion of the University of Illinois at 

Chicago College of Business Administration to potential students.    

• Work with college administration to ensure that the Honor Code statement is signed by all students prior to their 

enrollment in the college.  

• Inform all UIC faculty, staff, and students of the Honor Code of the College of Business Administration, and 

encourage the adoption of its principles.  

  


